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PREFACE 



The 1 1th-century Danish ruler King Canute was the commander of forces that had made him ruler of England, Denmark, 
Sweden, and parts of Norway. The king found himself surrounded by sycophants who continually told him how powerful 
he was. So he ordered his throne carried to the seashore, whereupon he sat down on it. Then he commanded the waves to 
cease their advance. As the tide continued to rise, Canute's feet, shoes, and chair became wet. He then turned to his courtiers 
and reproved them for their unjustified flattery. Not even a royal command could halt the tides. 

We might wish that we could simply brandish a scepter or issue a command and bring to a halt the wave of attacks on 
our"shores" — the U.S. cleared industrial base. Seemingly like an inexorable tide, reported foreign collection attempts to 
obtain unauthorized access to sensitive or classified information and technology resident in the U.S. cleared industrial base 
continue to rise. In fiscal year 201 3, there were over 30,000 reports of suspicious activity, and the number of suspicious 
contact reports industry submitted concerning foreign collection attempts increased by 33 percent from the previous year. 

As King Canute knew, and as his seashore demonstration to his courtiers clearly testified, it takes more than wishing or 
simply issuing orders to stop ill tides from submerging us. Preventing illicit foreign collection attempts from blunting the 
edge of our military's sword or striking it from our grasp, thereby endangering our warriors as they go into battle, requires a 
combined effort between industry, the intelligence and law enforcement communities, and other government entities. 

The Defense Security Service (DSS) oversees the protection of sensitive or classified information and technology resident 
in the U.S. cleared industrial base. This annual publication, Targeting U.S. Technologies: A Trend Analysis of Cleared Industry 
Reporting, represents part of the effort to maximize the effectiveness of those endeavoring to maintain our national security. 
It is cleared contractors who most directly feel the hostile waters rising around their feet; amidst their efforts to fend them 
off, they report to DSS. DSS builds on reports from industry to develop analytical assessments that articulate the threat to 
U.S. information and technology in cleared industry. 

DSS collects these reports, evaluates and analyzes them regarding both continuities with and departures from previous 
patterns, and publishes the results. This process benefits our national security, warfighters, cleared industry partners, and 
local communities. The information in this report helps employees, companies, and intelligence and law enforcement 
professionals better understand the nature of the hostile influences that so persistently oppose us. Increased awareness of 
which U.S. technologies foreign entities are targeting and the methods of operation they use in their attempts to acquire 
them can only make us better at identifying and thwarting illicit collection activity. In fiscal year 201 3, our combined efforts 
produced 717 operations or investigations based on information industry provided. Over 80 percent of these are still under 
way, with many foreign collectors already identified, isolated, diverted, or otherwise thwarted. 

Foreign collectors are not water: elemental, eternal, and unconcerned with human endeavors. Rather, they are human 
beings whose immediate and ongoing efforts to obtain unauthorized access to U.S. information and technology 
demonstrate the ever-changing advances that flow from misguided human ingenuity. They are also, at the least, 
underhanded, and frequently hostile. Foreign collectors are not ocean waves, responding to relentless but natural forces of 
winds and tides. They are foreign governmental, quasi-governmental, or commercial agents or private individuals who make 
conscious decisions to illicitly seek a shortcut to out-fighting U.S. warfighters or out-competing U.S. companies. 

Foreign collectors' efforts can be thwarted, but only through a team effort among cleared contractors, DSS, and intelligence 
and law enforcement partners. Constant and better-attuned vigilance, smarter methods and defenses, and increased and 
mutual support can help our cleared industrial base keep our country clear of the encroaching waters, and thus strong, 
healthy, and secure. 




Stanley L. Sims 
Director 

Defense Security Service 
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BACKGROUND 



THE CHARGETOTHE DEFENSE SECURITY 
SERVICE 

The Defense Security Service (DSS) supports national 
security and the warfighter, secures the nation's 
technological base, and oversees the protection 
of U.S. and foreign classified information in the 
hands of industry. The DSS Counterintelligence (Cl) 
Directorate seeks to identify unlawful penetrators 
of cleared U.S. industry and stop foreign collection 
attempts to obtain unauthorized access to sensitive 
or classified information and technology resident in 
the U.S. cleared industrial base. DSS Cl articulates the 
threat for industry and U.S. government leaders. 

THE ROLE OF INDUSTRY 

In carrying out its mission, DSS relies on the support 
of cleared contractor employees and the U.S. 
intelligence and law enforcement communities. 
Chapter 1, Section 3 of the National industrial Security 
Program Operating Manual (NISPOM), 5220.22-M, 
dated February 28, 2006, requires cleared contractors 
to remain vigilant (in person and online) and report 
any suspicious contacts to DSS. The process that 
begins with initial reporting of all such contacts 
and continues with ongoing and collective analysis 
reaches its ultimate stage in successful investigations 
or operations. 



In accordance with the reporting requirements 
laid out in the NISPOM, DSS receives and analyzes 
suspicious contact reports from cleared contractors. 
DSS categorizes these reports as suspicious, 
unsubstantiated, or of no value. For each reported 
collection attempt, DSS data aggregation and 
analysis methodologies seek to gather as much 
information as possible: who instigated the attempt, 
where it came from, what its aim was, and what 
methods of collection it used. Comprehensive 
analysis of information from across all companies 
and elements of cleared industry forms the basis for 
this report, and determines the actions DSS takes 
and the advice it gives to cleared contractors to 
combat the threat. 

Cleared contractor reporting provides information 
concerning actual, probable, or possible espionage, 
sabotage, terrorism, or subversion activities to the 
Federal Bureau of Investigation and DSS. When 
indicated, DSS refers cases of Cl concern to its 
partners in the law enforcement and intelligence 
communities for potential exploitation or 
neutralization. DSS follows up by informing industry 
of remedial actions that can decrease the threat in 
the future. This builds awareness and understanding 
of the individual and collective threats and actions 
and informs our defenses. 



Defense Security Service Reporting Definitions 

The Defense Security Service (DSS) sorts each report received from cleared industry under the National Industrial Security Program Operating Manual Section 1-302b into one of 
three distinct categories: suspicious contact report (SCR), unsubstantiated contact report (UCR), or assessed no value (ANV). Subsequent information and reevaluation may cause 
changes in these categorizations, e.g., an SCR may change to a UCR. 

Suspicious Contact Report (SCR) - A report DSS receives from cleared industry that contains indicators that it is almost certain or likely or there is an even chance that some 
individual, regardless of nationality, attempted to obtain unauthorized access to sensitive or classified information and technology or to compromise a cleared employee. Reports 
designated as SCRs represent incidents most likely to have involved actual attempts to do so. 

Unsubstantiated Contact Report (UCR) - A report of an incident in which it is unlikely that any individual, regardless of nationality, attempted to obtain unauthorized access 
to sensitive or classified information and technology or compromise a cleared employee. However, DSS retains such reports, as the aggregate of several UCRs or information 
obtained subsequently may result in the identification of foreign intelligence activity. 

Assessed No Value (ANV) - A report that only remotely represents a Cl concern, such as an email or credit card scam. DSS does not retain reporting assessed as ANV. 
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THE REPORT 

Department of Defense (DoD) Instruction 5200.39, 
Critical Program Information Protection within the 
DoD, dated July 1 6, 2008, requires DSS to publish a 
classified and an unclassified report, each detailing 
suspicious contacts occurring within the cleared 
contractor community. The focus of this report is on 
efforts to compromise or exploit cleared personnel, 
or to obtain unauthorized access to sensitive or 
classified information or technologies resident in the 
U.S. cleared industrial base. 

Each year DSS publishes Targeting U.S. Technologies: 

A Trend Analysis of Cleared Industry Reporting. In this 
report, the 16th annual Targeting U.S. Technologies 
(or Trends), DSS provides a snapshot of its findings on 
foreign collection attempts. It provides a statistical 
and trend analysis that covers the most prolific 
foreign collectors targeting the cleared contractor 



community during fiscal year 201 3, compares that 
information to the previous year's report, and places 
that comparison into a larger context. 

DoD Instruction 5200.39 requires DSS to provide 
its reports to the DoD Cl community, national 
entities, and the cleared contractor community. 

This report constitutes part of DSS' ongoing 
effort to assist in better protecting the cleared 
industrial base by raising general threat awareness, 
encouraging the reporting of incidents as they 
occur, identifying specific technologies at risk, 
and applying appropriate countermeasures. DSS 
intends the report to be a ready reference tool for 
security professionals in their efforts to detect, 
deter, mitigate, or neutralize the effects of foreign 
targeting. DSS previously released a classified version 
of this report. 



Figure 1: Method of Operation Definitions 



Academic Solicitation 

Via requests for, or arrangement of, peer or scientific board reviews of 
academic papers or presentations, or requests to study or consult 
with faculty members, or applications for admission into academic 
institutions, departments, majors, or programs, as faculty members, 
students, fellows, or employees 




Suspicious Network Activity 

Via cyber intrusion, viruses, malware, backdoor attacks, acquisition of 
user names and passwords, and similar targeting, these are attempts to 
carry out intrusions into cleared contractor networks and exfiltrate 
protected information 




Attempted Acquisition of Technology 

Via agency of front companies or third countries or direct purchase of 
firms, these are attempts to acquire protected information in the form of 
controlled technologies, whether the equipment itself or diagrams, 
schematics, plans, spec sheets, or the like 







Seeking Employment 

Via resume submissions, applications, and references, these are attempts 
to introduce persons who, wittingly or unwittingly, would thereby gain 
access to protected information that could prove useful to agencies of a 
foreign government 



Request for Information 

Via phone, email, or webcard approaches, these are attempts to collect 
protected information under the guise of price quotes, marketing surveys, 
or other direct and indirect efforts 
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Solicitation or Marketing Services 

Via sales, representation, or agency offers, or response to tenders for 
technical or business services, these are attempts by foreign entities 
to establish a connection with a cleared contractor vulnerable to the 
extraction of protected information 

Foreign Visit 

Via visits to cleared contractor facilities that are either pre-arranged 
by foreign contingents or unannounced, these are attempts to gain 
access to and collect protected information that goes beyond that 
permitted and intended for sharing 

Exploitation of Relationships 

Via established connections such as joint ventures, official 
agreements, foreign military sales, business arrangements, or 
cultural commonality, these are attempts to play upon existing 
legitimate or ostensibly innocuous relationships to gain 
unauthorized access 

Surveillance 

Via visual, aural, electronic, photographic, or other means, this 
comprises systematic observation of equipment, facilities, sites, 
or personnel 

Criminal Activities 

Via theft, these are attempts to acquire protected information with 
no pretense or plausibility of legitimate acquisition 

Search/Seizure 

Via physical searches of persons, environs, or property or otherwise 
tampering therewith, this involves temporarily taking from or 
permanently dispossessing someone of property or restricting 
his/her freedom of movement 
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Figure 2: Collector Affiliation Definitions 




Commercial 

Entities whose span of business includes the defense sector 



Government Affiliated 

^ Research institutes, laboratories, universities, or contractors funded 
by, representing, or otherwise operating in cooperation with a foreign 
government agency, whose shared purposes may include acquiring 
access to U.S. sensitive, classified, or export-controlled information 



I 



Individual 

Persons who, for financial gain or ostensibly for academic or research 
purposes, seek to acquire access to U.S. sensitive, classified, or export- 
controlled information or technology, or the means of transferring it 
out of the country 



A 

ilium 

rTTTTTT! 



Government 

Ministries of Defense and branches of the military, as well as foreign 
military attaches, foreign liaison officers, and the like 




Unknown 

Instances in which no attribution of a contact to a specific end user 
could be directly made 



SCOPE/METHODOLOGY 

DSS considers all reports collected from the cleared 
contractor community. It then applies analytical 
processes to them, including the DSS foreign 
intelligence threat assessment methodology. After 
sorting all reports into the three categories — 
suspicious contact report (SCR), unsubstantiated 
contact report (UCR), and assessed no value — we 
base this publication on SCRs and select UCRs. The 
analyses also incorporate references to all-source 
Intelligence Community (1C) reporting. 

The Trends is organized first by region, then by 
collector affiliation, methodologies employed, and 
technologies, including the specific targeted sectors. 
It incorporates statistical and trend analyses on each 
of these areas. Each section also contains a forecast 
of future activities against the cleared contractor 
community, based on analytical assessments. 

To organize its targeting analysis, DSS applies a 
system of categories and subcategories that identify 
and describe technologies. In FY1 3, DSS ceased 
analyzing foreign interest in U.S. defense technology 
in terms of the 20 sectors of the Militarily Critical 
Technologies List (MCTL), shifting instead to the 
29 sectors of the Industrial Base Technology List 
(IBTL). Like the MCTL, the IBTL is a compendium 
of the science and technology capabilities under 
development worldwide that have the potential 
to significantly enhance or degrade U.S. military 



capabilities in the future. However, the newer system 
updates the categorization scheme to incorporate 
emergent and cutting-edge technologies. In 
addition, it breaks out into separate categories some 
technologies that formerly were lumped together in 
larger sectors. The most significant changes affected 
the MCTL's information systems and lasers, optics, 
and sensors sectors. See the full IBTL at the end of 
this report for a comparison of the MCTL and IBTL. 

This publication also refers to the Department of 
Commerce's Entity List. This list provides public 
notice that certain exports, re-exports, and transfers 
(in-country) to entities included on the Entity List 
require a license from the Bureau of Industry and 
Security. An End-User Review Committee (ERC) 
annually examines and makes changes to the list, as 
required. The ERC includes representatives from the 
Departments of Commerce, Defense, Energy, State, 
and, when appropriate, Treasury. 

ESTIMATIVE LANGUAGE AND ANALYTIC 
CONFIDENCE 

DSS employs the 1C estimative language standard. 
The words of estimative probability used, such as 
we judge, we assess, or we estimate, and terms such 
as likely or indicate, represent the agency's effort 
to convey a particular analytical assessment or 
judgment. 

Because DSS bases these assessments on incomplete 
and at times fragmentary information, they do 
not constitute facts nor provide proof, nor do they 
represent empirically based certainty or knowledge. 
Some analytical judgments are based directly on 
collected information, others rest on previous 
judgments, and both types serve as building blocks. 
In either variety of judgment, the agency may not 
have evidence showing something to be a fact or 
that definitively links two items or issues. 

Intelligence judgments pertaining to likelihood 
are intended to reflect the approximate level of 
probability of a development, event, or trend. 
Assigning precise numerical ratings to such 
judgments would imply more rigor than the agency 
intends. The chart below provides a depiction of the 
relationship of terms used to each other. 



Remote Unlikely Unlikel > 



Even Probably, Very Likely Almost 

Chance Likely Certainly 
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The report uses probably and likely to indicate that 
there is a greater than even chance of an event 
happening. However, even when the authors use 
terms such as remote and unlikely they do not intend 
to imply that an event will not happen. The report 
uses phrases such as we cannot dismiss, we cannot 
rule out, and we cannot discount to reflect that, while 
some events are unlikely or even remote, their 
consequences would be such that they warrant 
mentioning. 

DSS uses words such as may and suggest to reflect 
situations in which DSS is unable to assess the 
likelihood of an event, generally because relevant 
information is sketchy, fragmented, or nonexistent. 

In addition to using words within a judgment to 
convey degrees of likelihood, DSS also assigns 
analytic confidence levels based on the scope and 
quality of information supporting DSS judgments: 

High Confidence 

• Well-corroborated information from proven 
sources, minimal assumptions, and/or strong 
logical inferences 

• Generally indicates that DSS based 
judgments on high-quality information, and / 
or that the nature of the issue made it possible 
to render a solid judgment 

Moderate Confidence 

• Partially corroborated information from 
good sources, several assumptions, and/or a 
mix of strong and weak inferences 

• Generally means that the information is 
credibly sourced and plausible but not of 
sufficient quality or corroborated sufficiently 
to warrant a higher level of confidence 

Low Confidence 

• Uncorroborated information from good or 
marginal sources, many assumptions, and/or 
mostly weak inferences 

• Generally means that the information's 
credibility or plausibility is questionable, or 
that the information is too fragmented or 
poorly corroborated to make solid analytic 
inferences, or that we have significant 
concerns or problems with the sources 
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EXECUTIVE 

SUMMARY 



Fiscal year 2013 (FY1 3) saw a continuation of the past 
decade's steady rise in reported foreign collection 
attempts to obtain unauthorized access to sensitive 
or classified information and technology resident 
in the U.S. cleared industrial base. While industry 
reports to the Defense Security Service (DSS) in 
FY1 3 increased a considerable 33 percent, this was 
less than the 50, 74, and 60 percent increases of 
immediately preceding years. 

The six collector regions remained in the same 
relation to each other in FY13 as in FY12 with 
regard to the frequency with which they appeared 
in industry reporting to DSS. Increases for the six 
regions ranged from 1 5 percent for the relatively 
large number of East Asia and the Pacific reports to 
over 100 percent for the relatively small number of 
Western Hemisphere reports. With regard to shares 
of total reporting, the perennial top collector region, 
East Asia and the Pacific, receded six percentage 
points, while each of the other major regions gained 
between two and four percentage points. 

While the number of industry reports linked to 
East Asia and the Pacific increased from FY1 2, 
they did so by only 1 5 percent, less than in recent 
years, and regional collector entities' share of the 
total decreased from 50 to 44 percent. A plausible 
explanation is that beginning in February 201 3 
press reports highlighted corporate and industry 
reports detailing a multi-year analysis of cyber 
espionage conducted by East Asia and the Pacific 
cyber operatives. The coverage included specifics 
concerning their infrastructure, protocols, and 
methods, and DSS' U.S. government partners 
followed up by providing industry with additional 
technical indicators. The level of industry reporting 
of cyber operations linked to East Asia and the Pacific 
dropped. But after a period of several months — 
sufficient for cyber actors to make adjustments — the 
level of reporting began to rise again. 



However, the temporary suppression had an impact 
on other aspects of FY1 3 data. Suspicious network 
activity (SNA), the method of operation (MO) most 
commonly reported in recent years for collection 
attempts linked to East Asia and the Pacific, 
decreased in number of cases and slid from 29 to 19 
percent of the yearly total. This publication discusses 
these issues in greater detail in the East Asia and the 
Pacific section. 

The temporary overall decrease in reports of SNA 
allowed academic solicitation, which increased over 
80 percent in number of reported cases year-over- 
year, to become the most common MO in overall 
reporting at 22 percent. A similar MO, seeking 
employment, by far the most common MO in 
South and Central Asia-connected reporting, also 
experienced a huge increase overall, increasing by 
more than a factor of five in number of reported 
cases, increasing from three to 14 percent of the 
total, and becoming the fourth most reported MO. 
Attempted acquisition of technology and request for 
information both claimed reduced shares, although 
they remained the third and fifth most reported 
MOs, and combined they still accounted for over a 
quarter of the total. Solicitation or marketing services 
remained stable, accounting for nine percent of the 
total both years. 

The dip in cyber reporting linked to East Asia and 
the Pacific also affected collector affiliation data. DSS 
attributes a high percentage of East Asia and the 
Pacific SNA to the government affiliation. In overall 
FY1 3 data, government was the only affiliation that 
declined in number of reported cases, its share of the 
total fell from 25 to 1 7 percent, and it fell from the 
second to the fourth position. Commercial remained 
the most cited affiliation, accounting for 27 percent 
of the total, down slightly from the year before. The 
government-affiliated and individual categories rose 
in share, to 27 and 1 9 percent, respectively, taking 
over the second and third positions. This reflected 
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the large increase in reported academic solicitation 
by individuals linked to government-related 
institutions or seemingly acting on their own. 

DSS' shift in technology categorization schemes 
(discussed in the Background section) introduced 
some volatility to that aspect of the data. 
Nonetheless, electronics was the top targeted 
technology sector at eight percent, declining 
from 1 1 percent in FY12.The command, control, 
communication, and computers (C4) (five percent) 
and software (three percent) sectors — last year 
making up the top-ranked information systems 
category — combined to account for eight percent 
of the FY1 3 total, down from 1 1 percent in FY1 2. 
Similarly, the now-separate radars, optics, sensors 
(acoustic), and lasers sectors together accounted for 
seven percent, compared to their ten percent as one 
category last year. 



Aeronautic systems rose from the fourth to the 
third most targeted technology sector in industry 
reporting, although it declined in both number of 
reported cases and share of the total. In contrast, 
marine systems increased almost 50 percent in 
number of reported cases and rose from the eighth 
most targeted sector to fourth. 

The remaining reported collection efforts targeted 
technologies ranging widely over nineteen 
additional sectors. While none of these individually 
accounted for more than three percent, DSS 
considered the positioning, navigation, and time 
category to be especially significant. The special 
focus area of this publication addresses inertial 
navigation systems, a subset of that category. 



Figure 3: Fiscal Year 201 3 Regional Targeting Trends 

Note: Categories in the legends are listed in order of prevalence based on overall fiscal year 2013 reporting. 
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KEY POINTS 

Based on FY13 industry reporting. 



South and Central Asia 



East Asia and the Pacific 



• Continued to be the most prolific 
collector region, accounting for 44 
percent of all reports 



• While SNA remained the region's most 
common MO, there was a significant 
drop from FY12, whereas there was 
a substantial increase in academic 
solicitation 



• Emphasized electronics, C4, 
aeronautic systems, and marine systems 
technologies 

• Showed sustained interest in building 
business relationships with cleared 
industry 



Near East 

• Leveraged its network of 
intermediaries, procurement agents, 
brokers, and front companies, as well as 
access to cleared contractor facilities and 
personnel where possible 

• Practiced academic solicitation as top 
MO (46 percent), but SNA capabilities 
improved 

• Targeted research programs 
specializing in computational fluid 
dynamics — with applications to both 
marine and aeronautic systems — as well 
as electronics 

• Government-affiliated collectors 
accounted for 44 percent of collection 
activities 




• Amidst government intentions to 
produce more military technology 
indigenously, reported suspicious 
incidents linked to the region increased 
by two-thirds, making it the third most 
prolific 

• Academic solicitation and seeking 
employment MOs accounted for nearly 
two-thirds of reported contacts, and 
individual affiliation more than doubled 
its share of the total 



• Continued targeting electronics 
(especially enabling components) 
and C4; also focused on radars and 
nanotechnology 




Europe and Eurasia 



• Reported suspicious contacts increased 
over 50 percent 

• Commercial entities were the most 
reported collectors, but individuals 
accounted for more than a quarter 

• Attempted acquisition of technology 
remained the most reported MO, but 
seeking employment increased ten-fold 
and became the next most common 
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SPECIAL FOCUS AREA: 

INERTIAL 

NAVIGATION 

SYSTEMS 



During World War II, German V 2 ballistic missile scientists developed the first inertial navigation system 
(INS).' U.S. development of INS began in the late 1940s and early 1950s. The Massachusetts Institute of 
Technology Instrumentation Laboratory, Northrop, and Autonetics worked under U.S. Air Force sponsorship. 
This effort led to inertial guidance systems for ballistic missiles, both land- and sea-launched. The 1960s 
brought the Space Age and the advance of inertial navigation in the Apollo program. During this time, 

INS were also developed for military and commercial aircraft. 2 Since then, an INS has become standard 
equipment in ballistic missiles, aircraft, naval vessels, and spacecraft. 



■- 



OVERVIEW 

Foreign entities' interest in inertial navigation system 
(INS) technology has risen over the past several 
years, as reflected in industry reporting culminating 
in fiscal year 2013 (FY13). Reported targeting of INS 
technology rose nearly 60 percent from FY12.The 
Defense Security Service (DSS) produced this special 
focus area to alert cleared industry to the increasing 
foreign threat to INS technology and facilitate the 
implementation of mitigation strategies to counter 
that threat. 

DSS analysis of industry reporting revealed that 
collectors demonstrating interest in advanced U.S. 
INS technology were linked to countries with INS 
production and manufacturing capabilities that 
could support the modernization of indigenous 
military inertial navigation. However, with few 
exceptions, those infrastructures still trailed those of 
the United States in producing key INS components 
that were both advanced and reliable. 

An INS is comprised of an inertial measurement 
unit (IMU) and a computer. The IMU typically 
consists of gyroscopes and accelerometers. 
Gyroscopes measure the angular rate of change 
while accelerometers measure linear acceleration, 
both with respect to inertial space. An IMU may 
incorporate other motion-sensing devices, such 
as a magnetometer, which helps correct for drift. 

The computer takes the outputs from the IMU and 
calculates the vehicle's position, orientation, and 
velocity in reference to its starting point. 

A human operator, a global positioning system 
(GPS), or some other external input provides an 
INS with its initial position and velocity. Thereafter 
an INS can compute the position and velocity of a 
moving vehicle by integrating information received 
from its motion sensors — the IMU components. 

The advantage of an INS is that after initialization 
it requires no external references to determine its 
position, orientation, or velocity. However, it can use 



external inputs, such as a GPS reading or star shot, to 
self-correct the system if the vehicle begins to drift 
during operation. 

Many types of vehicles incorporate INS, including 
aircraft, submarines, spacecraft, and guided missiles. 
The cost and complexity of INS place constraints 
on the environments in which they are practical for 
use. Systems that employ mechanical gyroscopes 
and accelerometers typically cost less but are less 
accurate in determining orientation and speed. 

In contrast, nonmechanical laser gyroscopes offer 
more precise targeting, but are more expensive 
to research, develop, and manufacture. The main 
difference between the two is the greater rate of 
error for mechanical systems than for laser systems. 

Many countries can manufacture mechanical 
gyroscopes, but very few can produce higher-end 
laser gyroscopes. Mechanical gyroscopes might 
be the preferred option for a country that relies 
on weapons systems employing numerous, fairly 
inaccurate missiles, such as Scuds. This is because the 
system is lost once used, so incorporating expensive 
INS is not cost-effective. Modern, nonmechanical 
gyroscopes might be used in military systems that 
require greater accuracy, such as aircraft, spacecraft, 
naval vessels, precision missiles, and unmanned 
aerial vehicles (UAVs). However, recent research 
and production advances in INS manufactured 
via microelectromechanical systems (MEMS) 1 
have shown some promise for providing, almost 
as cheaply as pre-existing mechanical systems, a 
navigation capability as accurate as nonmechanical 
systems'. 

Within the 60 percent increase from FY12 to FY13 
in industry reports of foreign collection attempts 
directed at cleared contractors that research, design, 
manufacture, and integrate INS technology, East Asia 
and the Pacific collectors were the most pervasive. 

i MEMS - Miniaturized mechanical and electromechanical elements that are made 

using the techniques of advanced microfabrication. In the field of inertial navigation, 
companies are using MEMS technology to manufacture low-cost accelerometers and 
gyroscopes. 
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